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RAFFLEBOX PRIVACY POLICY
UPDATED: November 20, 2024

At Rafflebox Technologies Inc. (“Rafflebox”, “we", “us"” or “our"), we are committed to
maintaining the accuracy, confidentiality and security of your personal information. This
Privacy Policy describes the personal information that Rafflebox or our affiliates collects
from or about you on or through our fundraising platforms and websites, including

www.rafflebox.ca, www.rafflebox.org and www.rafflebox.us (collectively, the “Platform”),

as well as how we use and to whom we disclose that information. Our Platform enables our
clients, namely non-profits such as schools, minor sports teams and charities (each, a
“Client"), to create and manage online raffles, sweepstakes and 50/50 fundraisers through
the Platform (each, a “Fundraiser”). Through the Platform, we also provide the public with
opportunities to participate in the Fundraisers that are offered by our Clients

(“Participants”).

By accessing or using our Platform, you signhify your acceptance of this Privacy Policy and
agree to be bound by its terms. You can withdraw your consent at any time, however, if you
choose to do so, we may not he able to provide you with the services and communications

that are available through the Platform.

This Privacy Policy forms part of our Terms of Use, available at https://rafflebox-docs.s3.ca-

central-l.amazonaws.com/Rafflebox+Terms+of+Use.pdf. Please review this entire

document carefully.

REVISIONS TO THIS PRIVACY POLICY
Rafflebox may make changes to this Privacy Policy from time to time to reflect changes in
our legal or regulatory obligations or in the manner in which we deal with your personal

information. We will post any revised version of this Privacy Policy on our Platform.
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If we make any material changes we will notify you as required by law, but encourage you to
check back often for updates. Your continued use of the Platform after an update or
amendment to this Privacy Policy means that you consent to the collection, use, and

disclosure of your personal information as described in the updated Privacy Policy.
This Privacy Policy was last updated on November 20, 2024.

WHAT IS PERSONAL INFORMATION?
For the purposes of this Privacy Policy, personal information is any information that
uniquely identifies, relates to, describes, or is reasonably capable of being associated with or

linked to an identifiable individual.

WHAT PERSONAL INFORMATION DO WE COLLECT?

Personal information you give to us

We collect and maintain different types of personal information in respect of the individuals
with whom we interact, including Clients, Participants, and visitors to our Platform. This
personal information may include, but is not limited to the following:

Clients (and Client Accounts)

e contact and identification information in order to create a Client Account, such as
your name, mail address, password, billing address, telephone number and e-mail
address;

e payment information, such as your credit card number, debit card number and billing
address; and

e any additional personal information you provide in using the Platform and our

services.
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Participants (including Player Portal Accounts)

e province of residence (to determine eligibility to enter location-specific raffles), or
more specific geographic information (for example, your city of residence);

e name and email address;

e contact information, username and password), if you register for and create a
"Player Portal” account;

e information relating to your ticket purchase history; and

e any additional personal information you provide in using the Platform and our

services.

Note that if you decide to purchase a raffle ticket, whether through a Player Portal Account,
otherwise via our Platform, or in person, your credit card and payment information is
collected directly and processed on our Client’s behalf by our third party payment
processor, Stripe. We do not store Participant credit card or payment information. See
below for more information on how Stripe collects, uses and discloses your payment

information.

Platform Visitors

In addition to the personal information you may provide to us as described above, we
automatically collect certain device and statistical information to make our Platform work
better for you. For example, we collect the IP address, network connection, the device
domain used to access our Platform, the operating system on your device, your device
settings, the type and version of your browser, crash data, other unique device identifiers,
the mobile application or website you came from to access the Platform, the page you
entered and exited at, any searches, pages or advertising within our Platform that is viewed
by that IP address and what country you are from. We use this information to monitor the

performance of our Platform (such as number of visits, average time spent, page views) and
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for our business purposes such as working to continually upgrade our Platform.

Our Platform uses cookies and other technologies that are similar to cookies (“Cookies”). A
Cookie is a small file of letters and numbers that we may set on your device to store and
sometimes track information about you. Cookies and similar technologies we use are
designed for “analytics”. This allows us to distinguish you from other users of the Platform.
This helps us to provide you with a good experience when you use the Platform and allows

us to improve our Platform.

First party Cookies are Cookies set by the website that you are visiting. Only that website
can read them. In addition, a website might potentially use external services, which also set
their own cookies, known as third-party cookies. Persistent Cookies are Cookies saved on
your computer and that are not deleted automatically when you quit your browser, unlike a

session Cookig, which is deleted when you quit your browser.

WE USE THE FOLLOWING COOKIES:

e Strictly Necessary Cookies. These are Cookies that are required for the operation of

our Platform. They include, for example, Cookies that enable you to remember
information you have typed into an online form.

e Preference/Functionality Cookies. These Cookies allow a website to remember the

choices a user has made in the past, like what language the user prefers or what the
user's name and password are so that the user can automatically log in.

e Statistics/Performance Cookies. They allow us to recognize and count the number of

visitors and to see how visitors move around our Platform when they are using it.
This helps us to improve the way our Platform works, for example, by ensuring that
users are finding what they are looking for easily.

e Targeting/Marketing Cookies. These Cookies record your visit to our Platform, the
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pages you have visited and the links you have followed. We will use this information
to make our Platform and the advertising displayed on it more relevant to your

interests. We may also share this information with third parties for this purpose.

We also may use third party Cookies from our third party service providers to monitor and
manage your activity during a session on our Platform. These Cookies track information
such as sessions, user inputs and user authentication. Our service providers may also use
cookies to determine whether you navigated to the Platform from an external website or

link to track the effectiveness of external postings.

Rafflebox also utilizes your IP address and other geolocation information to determine the
city that you are in. Geolocation information is only collected where it is relevant to the

activities for which you use or intend to use the Platform.

Most internet browsers allow you to remove or manage Cookie functions and adjust your
privacy and security preferences. For information on how to do this, access the “help” menu

on your internet browser or visit https://www.aboutcookies.org/how-to-control-cookies/.

Please note that disabling our Cookies may result in your inability to take full advantage of all

of the features of our Platform.

To opt-out of interest-based advertising, and to find information about how to block or limit

cookies, visit https://youradchoices.ca, the Canadian self-regulatory program for online

interest-based advertising, administered by the Digital Advertising Alliance of Canada

("DAAC").

By accessing or using our Platform you acknowledge, understand and hereby agree that

you are giving us your consent to track your activities through use of cookies, web
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beacons cnd other tracking technologies provided by our third party service providers and

that we may use these technologies in the emails we send to you.

PERSONAL INFORMATION WE RECEIVE FROM THIRD PARTIES

As a general rule, Rafflebox collects personal information directly from you. In most other
circumstances where the personal information that we collect about you is held by a third
party, we will obtain your permission before we seek out this information from such sources
(such permission may be given directly by you, or implied from your actions). From time to
time, we may utilize the services of third parties and may also receive personal information
collected by those third parties in the course of the performance of their services for us or
otherwise. Where this is the case, we will take reasonable steps to ensure that such third
parties have represented to us that they have the right to disclose your personal

information to us.

For example, if you would like to make a purchase or payment through our Platform, you will
need to separately disclose certain personal and payment information to our third-party
service provider Stripe which provides payment processing services for our Platform. In
connection with the processing of transactions, Stripe may contact you directly and
request that you provide personal information or payment information directly to Stripe in
connection with its payment processing services. The personal information collected by
Stripe is collected, used and disclosed in accordance with Stripe's privacy policy which can

be found here: https://stripe.com/en-ca/privacy- center/legal. Please note that in

connection with the processing of your payments, Stripe may share the personal
information that you provide to Stripe through or in connection with our Platform with us.
The purpose of our collection of this information is to verify and confirm that a transaction
has been completed before we provide you with the tickets, entries or other or products or

services that you have purchased, ordered or requested through our Platform.
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We may also receive your personal information from our Clients who may provide us with

their donor and participant lists in connection with the operation of a Fundraiser.

WHY DO WE COLLECT PERSONAL INFORMATION?

We only collect information from you that is necessary to provide you with the products
and services available through our Platform and which enables us to manage, maintain, and
develop our operations. For example, we collect information in order to:

e establish, maintain and manage our relationship with you, including by allowing you
to create a Client Account or Player Portal Account, contacting you, so that we may
provide you with any services or communications (e.g, tickets, entries and other
related information) that you have requested or purchased through the Platform;

e verify your identity and eligibility to access and use our services, receive our
communications and otherwise interact with us and on and through our Platform;

e toverify and confirm that a transaction has been completed before we provide you
with the tickets, entries or other or products or services that you have purchased,
ordered or requested through our Platform;

e allow you to operate, manage or participate in Fundraisers, subscribe to or otherwise
receive services and communications from us;

e be able to comply with your requests (e.g, if you prefer to be contacted at a business
or residential telephone number and advise us of your preference, we will use this
information to contact you at that number);

e understand your preferences and tailor communications, advertising, marketing, and
services to you and to send you information about Rafflebox, its partners, and our
respective products and services;

e protect Rafflebox against error, fraud, theft and damage to our Platform, assets or

other properties;
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e process and facilitate payments for our services and to provide, administer and
monitor you purchases, fees paid and payable, and transaction history;

e conduct analysis and evaluations to understand usage and trends to improve our
Platform, services, communications and operations;

e enable us to comply with applicable laws or regulatory processes; and any other

reasonable purpose to which you consent.

By consenting to our collection, use and disclosure of your personal information through our
Platform you allow us to fulfill the purposes for which we collect your personal information.
When we collect your information for research and development purposes, we ensure that
any information used for our analysis and reports will be de-identified and aggregated in a

manner that will not identify you.

We will obtain your consent prior to sending you any commercial electronic messages
("“CEMSs"), unless an exception to obtaining your express opt-in consent applies under
Canada’s Anti-Spam Legislation (CASL) or the US CAN-SPAM Act, as applicable. Your
consent to receive CEMs in Canada is implied where we have an existing business
relationship with you, or you have reached out to us and made an inquiry within a certain
time frame. You will have the opportunity to opt-out of receiving commercial electronic
messages at any time, by clicking the unsubscribe button on an email or following the

direction provided in a text message.

HOW DO WE USE YOUR PERSONAL INFORMATION?

We may use your personal information:
e as permitted or required by applicable law or regulatory requirements;
e for the purposes described in this Privacy Policy; and

e for any additional reasonable purposes for which we have obtained your consent to
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use your personal information.

We may use your personal information without your knowledge or consent where we are

permitted or required by applicable law or regulatory requirements to do so.

WHEN AND TO WHOM DO WE DISCLOSE YOUR PERSONAL INFORMATION?

Affiliates and Service Providers

We may disclose your personal information to our affiliates (including our portfolio
companies) and our respective employees, contractors, consultants, service providers and
other parties who require such information to assist us with managing our relationship with
you, including third parties that provide services to us or on our behalf. For example, we use
the following third-party service providers to assist us in operating the Platform and our
business:

e Stripe, which provides online payment processing services available through the

Platform. Stripe's privacy policy can be found here: https:/[stripe.com/en-

ca/privacy-center/legal.

e Zendesk, which provides online support services. Zendesk’s privacy policy can be

found here: https://www.zendesk.com/company/customers-partners/privacy-

policy/.

In addition, we may disclose your personal information, including, without limitation, your
email address, to third parties that operate social media platforms (e.g.,, Facebook,
Instagram, and Twitter) for the purpose of assisting us with our advertising efforts,
including, without limitation, in connection with serving you (and people who are similar to

you) with targeted advertising regarding our products and services.

Clients
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We may also disclose your personal information to a Client that is operating a Fundraiser in
which you have chosen to participate. For example, if you have purchased a ticket or other
form of entry into a Fundraiser, we may share your name, phone number and mailing

address with the Client that operates the Fundraiser.

Business Transactions

Personal information may be disclosed or transferred to another party during the course of,
or upon completion of, a change in ownership of, or the grant of a security interest in, all or a
part of Rafflebox or its affiliates through, for example, an asset or share sale, or some other
form of business combination, merger or joint venture, provided that such party is bound by
appropriate agreements or obligations and required to use or disclose your personal
information in a manner consistent with the use and disclosure provisions of this Privacy

Policy, unless you consent otherwise.

Transfers out of Canada/Quebec

Note that Personal information may be stored, accessed, used and otherwise processed
inside and outside of Quebec and/or Canada. When Personal Information is located outside
Quebec and/or Canada, it may be subject to laws that have different standards of

protection and may allow for foreign law enforcement and governmental access.

Other General Disclosures

Finally, your personal information may be disclosed:
e aspermitted or required by applicable law or regulatory requirements;
e tocomply with valid legal processes such as search warrants, subpoenas or court
orders;
e as part of Rafflebox’s regular reporting activities under applicable law to protect the

rights and property of Rafflebox;
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e during emergency situations or where necessary to protect the safety of a person or
group of persons; and
e for any additional reasonable purposes for which we have obtained your consent to

disclose your personal information.

Since we may share your personal information with third parties, as described in this Privacy
Policy, your personal information may be collected, used, processed, stored or disclosed
outside of Canada and/or Quebec, including in the United States. As such, your personal
information may potentially be accessible to law enforcement and national security
authorities of another jurisdiction. If you would like further information about our policies
and practices regarding the third parties (including our service providers) with whom we
disclose your personal information and how these third parties collect, use, disclose and
store personal information, please contact our Privacy Officer using the contact details

below.

By providing your personal information to us, you consent to our disclosure of this
information to our service providers (and other third parties) as described in this Privacy
Policy, including those that may be located outside of your jurisdiction of residence, for
the purposes of processing your persondl informcation on our behalf, providing services to
us or to you, operating and hosting our Platform and business and for the other purposes

described in this Privacy Policy.
Your consent is important to us.
It is important to us that we collect, use or disclose your personal information only when we

have your consent to do so. Depending on the sensitivity of the personal information, your

consent may be implied, deemed (using an opt-out mechanism) or express. We may collect,
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use or disclose your personal information without your knowledge or consent where we are

permitted or required to do so by applicable law or regulatory requirements.

Typically, we will seek your consent at the time that we collect your personal information. In
certain circumstances, your consent may be obtained after collection but prior to our use or
disclosure of your personal information. If we plan to use or disclose your personal
information for a purpose not previously identified (either in this Privacy Policy or

separately), we will endeavor to advise you of that purpose before such use or disclosure.

You may change or withdraw your consent at any time, subject to legal or contractual
obligations and reasonable notice, by contacting our Privacy Officer using the contact
information set out below. All communications with respect to such withdrawal or variation
of consent should be in writing and addressed to our Privacy Officer. If you withdraw or vary
your consent, we may not be able to provide you with the communications and/or services
you request through our Platform. For example, if you would like to receive our newsletter,

but are not willing to provide your email address, we will not be able to fulfil your request.

Unless you advise us otherwise, through the access and use of our Platform, services
and communications, you have consented to the collection, use and disclosure of your

personal information as explained in this Privacy Policy.

THE PROTECTION AND STORAGE OF YOUR PERSONAL INFORMATION

Rafflebox will endeavor to maintain commercially reasonable physical, technical and
procedural safeguards that are appropriate based on the sensitivity of the personal
information in question. These safeguards are designed to prevent your personal

information from loss and unauthorized access, collection, use, disclosure, copying,
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modification, disposal or destruction. Among the steps we take to protect your information
are: physical premises security, restricted file access, technological safeguards
such as encryption, firewalls and other security software, and internal password and

security policies.

The security of your personal information is important to us. Please advise our Privacy
Officer immediately of any incident involving the loss of or unauthorized access to or
disclosure of personal information that is in our custody or control.

While we use all commercially reasonable efforts to protect the information you submit to

us, no method of transmission over the internet or electronic storage is 1009 secure.

UPDATING YOUR PERSONAL INFORMATION

It is important that the information contained in our records is both accurate and current. If
your personal information happens to change during the course of our relationship, please
keep us informed of such changes. To advise us of any changes, please email us through the

support portal available on the Platform or contact our Privacy Officer.

In some circumstances we may not agree with your request to change your personal

information.

HOW TO ACCESS YOUR PERSONAL INFORMATION

You can ask to access the personal information that we have received from or possess
about you. If you want to review, verify or correct your personal information, please contact
our Privacy Officer. Please note that any such communication must be in writing. You may
also update your personal information by logging into your Player Portal account or Client

Account, as applicable.
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When requesting access to your personal information, please note that we may request
specific information from you to enable us to confirm your identity and right to access, as
well as to search for and provide you with the personal information that we hold about you.
We will advise you of any fee in advance. If you require assistance in preparing your request,

please contact our Privacy Officer at privacy@rafflebox.ca.

Your right to access the personal information that we hold about you is not absolute. There
are instances where applicable law or regulatory requirements allow or require us to refuse
to provide some or all of the personal information that we hold about you. In addition, the
personal information may have been destroyed, erased or made anonymous in accordance
with our record retention obligations and practices.

In the event that we cannot provide you with access to your personal information, we wiill

endeavour to inform you of the reasons why, subject to any legal or regulatory restrictions.

If you are a resident of Quebec, we will inform you if we exclusively use automated
processing to render a decision about you. You also have the right to request information
about the personal information used to make that decision, and to request that the

information be corrected.

RETENTION OF PERSONAL INFORMATION
We don't keep your personal information forever. We keep your personal information as long
as is reasonably necessary for us to complete our dealings with you, or as may be required

by law, whichever is longer.

If you would like to receive a copy of this Section in an alternate format (e.g, printable) or
language, please contact us in the manner described below.

A. Categories of Personal Information Collected, Used, and Shared
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In accordance with California law, we may have collected and share the following categories
of Personal Information within the past 12 months:

e Identifiers — A real name, Internet Protocol address, email address, and online
identifiers.

¢ Personal Information categories listed in the California Customer Records statute
(Cal. Civ. Code §1798.80(e)) - e.g, a name, signature, Social Security number,
physical characteristics or description, address, telephone number, passport
number, driver's license or state identification card number, insurance policy
number, education, employment, employment history, bank account number, credit
card number, debit card number, or any other financial information, medical
information, or health insurance information. Some Personal Information included in
this category may overlap with other categories.

e Commercial information - Products or services purchased, obtained, or considered,
or other purchasing or consuming histories or tendencies.

e Internet or other similar network activity — Browsing history, search history,
information on a consumer's interaction with a website, application, or
advertisement.

e Geolocation data - Physical location or movements.

e Protected classification characteristics under California or federal law - Age (40
years or older), race, color, ancestry, national origin, citizenship, religion or creed,
marital status, medical condition, physical or mental disability, sex (including gender,
gender identity, gender expression, pregnancy or childbirth and related medical
conditions), sexual orientation, veteran or military status, genetic information

(including familial genetic information).

We share each of these categories of Personal Information with our service providers to the

extent necessary for them to facilitate our business purposes. We also share this Personal
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Information for the purposes set forth in the Section titled “Why do we collect personal

information?" above.

B. Your California privacy rights

If you are a resident of California, you may have the following rights:

Privacy Right Description

Notice The right to be notified of what categories of Personal
Information will be collected at or before the point of collection

and the purposes for which they w ill be used and shared.

Access The right to request the categories of Personal Information that
we collected in the previous twelve (12) months, the categories
of sources from which the Personal Information was collected,
the specific pieces of Personal Information w e have collected
about you, and the business purposes for which such Personal
Information is collected and shared. You may also have the right
to request the categories of Personal Information which were
disclosed for business purposes, and the categories of third
parties in the twelve (12) months preceding your request for

your Personal Information.

Data Portability The right to receive the Personal Information you have

previously provided to us.

Erasure The right to have your Personal Information deleted. However,
please be aware that we may not fulfill your request for deletion
if we (or our service provider(s)) are required or permitted to
retain your Personal Information for one or more of the
following categories of purposes: (1) to complete a transaction

for which the Personal Information was collected, provide a
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good or service requested by you, or complete a contract
between us and you; (2) to ensure our website integrity,
security, and functionality; (3) to comply with applicable law or
a legal obligation, or exercise rights under the law (including free
speech rights); or (4) to otherwise use your Personal
Information internally, in a lawful manner that is compatible

with the context in which you provided it.

If you would like to exercise your rights listed above, please send (or have your authorized

agent send) an email to privacy@rafflebox.ca or call us toll-free at: +1 866-610-0999.

Please note: you will not be discriminated against in any way by virtue of your exercise of
the rights listed below, which means we will not deny goods or services to you, provide a
different prices or rates for goods or services to you, or provide a different level or quality of

goods or services to you.

We must verify your identity before fulfilling your requests. If we cannot initially verify your
identity, we may request additional information to complete the verification process. Any
Personal Information you disclose to us for purposes of verifying your identity will solely be
used for the purpose of verification. If you are an authorized agent making a request on
behalf of a California consumer, we will also need to verify your identity, which may require

proof of your written authorization or evidence of a power of attorney.

We may deny certain requests, or only fulfill some in part, as permitted or required by law.
For example, if you request to delete Personal Information, we may retain Personal
Information that we need to retain for legal purposes (e.g., tax accounting). You have a right
not to receive discriminatory treatment by any business when you exercise your California

privacy rights.
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The CCPA gives California Consumers the right to lodge a complaint with the California
Attorney General's office. The Attorney General's office may be contacted at

https://oag.ca.gov/contact/consumer-complaint-against-business-or-company or by

telephone at: (916) 210-6276.

LINKS TO THIRD-PARTY WEBSITES
This Policy does not apply to the privacy practices of these third party websites (including

those of other users) which might collect personal information from you.

Our Platform may contain links to other Platforms that may be subject to less stringent
privacy standards. These links are provided for your convenience only and you assume all
risk for clicking these links to other websites. We cannot assume any responsibility for the
privacy practices, policies or actions of the third parties that operate these websites,
including the websites of our Clients. Rafflebox is not responsible for how such third parties
collect, use or disclose your personal information. You should review the privacy policies of

these websites before providing them with personal information.

PERSONAL INFORMATION OF MINORS

Our Platform is not intended to solicit information of any kind from individuals under the
age of 18 or the minimum legal age in their jurisdiction of residence to use the Platform
("Minors") without the required consent from their parents/guardians. If we become aware
of any information we possess that may belong to a Minor, we will immediately obtain
parental consent to delete this information from our servers. If you are a parent/guardian
and you suspect that your child may have submitted personal information to us, please

contact our Privacy Officer at privacy@rafflebox.ca.
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INTERPRETATION OF THIS PRIVACY POLICY

Any interpretation associated with this Privacy Policy will be made by our Privacy Officer.
This Privacy Policy includes examples but is not intended to be restricted in its application
to such examples; therefore, where the word "including" is used, it shall mean "including

without limitation".

This Privacy Policy does not create or confer upon any individual any rights, or impose upon
Rafflebox any rights or obligations outside of, or in addition to, any rights or obligations
imposed by applicable United States and Canadian privacy laws. Should there be, in a
specific case, any inconsistency between this Privacy Policy and any applicable United
States and Canadian privacy laws, this Privacy Policy shall be interpreted, in respect of that

case, to give effect to, and comply with, such privacy laws.

QUESTIONS OR CONCERNS?

If you have any questions about this Privacy Policy or concerns about how we manage your
personal information, please contact our Privacy Officer by telephone, in writing or by e-
mail. We will endeavor to answer your questions and advise you of any steps taken to
address the issues raised by you. If you are dissatisfied with our response, you may be
entitled to make a written submission to the Privacy Commissioner in your jurisdiction. We
have appointed a Privacy Officer to oversee compliance with this Privacy Policy. The

contact information for our Privacy Officer is as follows:

privacy@rafflebox.ca Attention: Privacy Officer

**|f you choose to communicate with us via email, please be aware that email is not a 1009

secure medium for sending any personal or confidential information to us.
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